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a ivrFivniVfRNT g ™ ™r, CLAIMS 

vehicle, comprising: ! 

coupling among a plurality of network elements including at least one vehicle 
uxternetworlc, at least one gateway node of the vehicle, and the, Internet, wherein the gateway 
node in the vehicle comprises at least one real-time interface processor (RTIP) and at least one 
application processor, the RTIP performing real-time operations and the application processor 
performing high-level processing functions ^ Win H* W cdnpteH the application processor 
tn a. vehicle Hns and to ar stomal network; : 

providing at least one of data processing, data storage, access control, protocol 
translation, security including service discovery and device authentieation, and network control 
using the gateway node; 

l 

automatically providing secure interoperability among ttfe plurality of network elements 
in response to node information including configuration and security information; and 

i 

remotely manipulating at least one function of the vehicle elements and controlling 
remote access to the vehicle internetwork using the gateway ncjde of the vehicle in response to 

j 

intermittent external communications. 

Claim 2 (previously presented) The method of claim 1, further comprising hosting the at least 
one vehicle internetwork on at least one of automobiles, trucks, Wcraft, trains, motorcycles, and 

j 

marine vessels. ! 

Claim 3 (previously presented) The method of claim 1, further comprising coupling 1he at least 
one gateway node of the vehicle to a remote user computer. j 

Claim 4 (original) The method of claim 1, wherein the at least one function includes vehicle 
control functions, security functions, diagnostic functions, and network access functions. 
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Cain, 5 (original) The method of claim 1. fitfther comprising establishing communication 
among the at least one node of a plurality of host vehicles. 

Claim 6 (original) The method of claim 1, further comprising supporting data transfer and 
manipulation among the plurality of network elements using at least one coupling among the at 
least one vehicle internetwork and at least one external network, wherein the data includes 
vehicle assembly data, service data, diagnostic data, maintenance data, maintenance lustory data, 
security data, vehicle position data, vehicle operations profile djrta, operator profile data, fleet 
management data, fleet reliability analysis data, electronic mail, entertainment software, and 
targeted advertising data. 

Claim 7 (original) The method of claim 1, further comprising: j 

i 

receiving a first type of data from the at least one vehicle internetwork; 
performing diagnostic and prognostic analysis on the first jtype of data; 

i 

transmitting a second type of data to the at least one vehicle internetwork in response to 
the diagnostic and prognostic analysis. 

Claim 8 (original) The method of claim 1, further comprising repiogramming at least one 
element of the at least one vehicle internetwork using at least one! Internet coupling. 

i 

Claim 9 (original) The method of claim .1, further comprising reconfiguring at least one 
element of the at least one vehicle internetwork using at least one Internet coupling. 

Claim 10 (previously presented) The method of claim 1, wherein the at least one vehicle 
internetwork comprises at least one peripheral electronic device, wherein the at least one 
peripheral electronic device includes at least one of climate cpntrol devices, actuator devices, 
position location devices, Global Positioning System (GPS) devices, communication devices, 
cellular telephony devices, personal digital assistants (PDAs)! processing devices, diagnostic 
devices, modems, pager devices, video devices, audio devices, multimedia devices, electronic 
game devices, sensor devices, switch devices, anti-theft devices, device subnetworks, and 
wireless local area network (LAN) devices. 
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among the plurality of network elements. 

Claim 12 (original) The method of claim 1, tafej comprising manipulating the node 
information including configuration and security information to provide secure interoperabHtty 
among the plurality of network elements and at least one peripheral electronic device. 

Claim 13 (previously presented) The method of claim 1. herein the at least one vehicle 
internetwork comprises at least one local area network thVt includes at least one of an Original 
Equipment Manufacturer (OEM) bus, at least one Automotive Multimedia Interface Consortium 
(AMI-C) bus, at least one external network, at least one lbcal development network, and at least 
one legacy automotive bus including at least one of Audio Control Protocol (ACP) buses and 
Standard Corporate Protocol (SCP) buses. 

Claim 14 (previously presented) The method of claim }, further comprising: 

accessing the plurality of network elements using at least one local development network; 

and 

performing application upgrades, diagnostics, and programming, wherein the at least one 
local development network supports manipulation and transfer of entertainment software, 
wherein the entertainment software comprises at least one of video, audio, movies, television 
shows, music, games, and simulations. 

Claim 15 (previously presented) The method of cJim 1. wherein the at least one vehicle 
internetwork comprises at least one interface port including at least one of Intelligent Data Bus 
(TDB-C) ports, MOST ports, Institute of Electrical and Electronics Engineers (IEEE) 1394 ports, 
On-Board Diagnostic-II (OBM) ports. Standard Corporate Protocol (SCP) ports. Audio 
Control Protocol (ACP) ports, Bluetooth ports, Personal Communications Service (PCS) ports, 
Global System for Mobile Communications (GSM) ports, and local area network ports. 

Claim 16 (previously presented) The method of claim 1, wherein providing secure 
interoperability further includes distributing at least one function among the plurality of network 
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« in fesponse to a M of pj*l — » *.—"»" M " 

network of the at least one vehicle internetwork. 

Claims 17 and 18 (Canceled) j 

Claim 19 (preview presented) The method of claim 1, wherein the at least one vehicle 
internetwork comprises at least one port node including at least one of at least one processor, a 
least one memory cache, at least one wireless' modem, at least one network protocol, at least one 
policy, and at least one wired local area network (LAN). 

Claim 20 (previonsly presented) The method of claim 1. former comprising coupling the at 
Least one vehicle internetwork to at least one subnetwork, wherein the at least one subnetwork 
comprises at least one device that is at least one of sensor devices, actuator devices, wKed 
network devices, and wireless network devices. 

Claim 21 (previously presented) The mithod of claim 1, wherein the at least one vehicle 
internetwork generates at least one hierarchy of communication alternatives in response to a 
determined position of a host vehicle, wherein a selected communication device is used to 
communicate with the at least one other site. 

Claim 22 (previously presented) The method of claim 1, further comprising controlling data 
processing using at least one processing hierarchy that controls at least one of data 
classifications, data transfers, data queuing, data combining, processing locations, and 
communications among the plurality of network elements. 

Claim 23 (previously presented) The method of claim 1, further comprising distributing at 
least one function among the plurality of hetwork elements, wherein the at least one function 
includes at least one of data acquisition, jdata processing, communication management, data 
routing, data security, programming, node Operation, protocol translation, network management, 
and interfacing with at least one communication physical layer including cellular telephony, 
wireline telephone, satellite telephony, packet radio, microwave, optical. 
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- - cc.np.oent - i- « — <— — — » " « " 

processors. 

Claim 25 MM The method of claim I f**er comprising automatically o Ig am« 
plurality of network elements, wherein the automatic organizing compnses automatically 
controUing data transfer, processing, and storage among the plurality of network elements. 
Claim 26 (original) The method of claim U further comprising supporting at least one level of 
synchronization among different subsets of the plurality of network elements, wherein a first 
level of synchronization is supported among a first subset of the plurality of network elements, 
wherein a second level of synchronization is supported among a second subset of the plurality of 
network elements. 

Claim 27 (original) The method of claim i, further comprising self-assembling the plurality of 
network elements, wherein search and acquisition modes of the plurality of network elements 
search for participating ones of the plurality of network elements, wherein a determination is 
made whether each of me participating ones of the plurality of network elements are permitted to 
join the vehicle internetwork using a message hierarchy, wherein the plurality of network 
elements are surveyed at random intervals for new nodes and missing nodes. 

Claim 28 (previously presented) The method of claim 1, wherein service discovery comprises 
synchronizing at least one node, authenticating the at least one node, determining at least one 
communication mode for the at least onejnode, informing the at least one node of resources 
available among the plurality of network elements. 

i 

Claim 29 (previously presented) The nlethod of claim 1, further comprising collecting data 
among the plurality of network elements, wherein at least one operation is performed on the data 
in response to parameters established by a user, the at least one operation being at least one of 
classification, routing, processing, storing, and fusing. 

Claim 30 (original) The method of claim 29, wherein routing comprises selecting at least one 
data type for routing, determining at least one communication type and at least one 
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r f«r mvtinz selecting at least one of the plurality of network elements to 
communication coupling for routing, seiecung <u.i 

II to route the se.ec.ca d*. selecting - — »ne route to .be select at ,ea* one o f the 
of net™* elements, -ri routing .he seiected a. least one da* type to the se.ec.ed a. 
least one of the plurality of network elements. | 

Claim 31 (.rig..-) H. method of claim k herein processing comprises selecting at leas, 
one data *pe for processing, selecting at least one processing type, selecting a, leas, one of me 
plurality of netwo* elements to perform the *M at least one processing type, and 
transferring me selected at leas, one data We to the selected at least one of .he pluraUty of 
network elements using at least one route. 

Claim 32 (original) The method of claim 29, wherein storing comprises selecting at least one 
data type for storage, selecting at least one storage type, selecting at least one of the plurahty of 
network elements to perform the selected aUeast one Storage type, and transferring me selected 
at least one data type to the selected at least one of the plurality of network elements using at 
least one route through the plurality of network elements. 

Claim 33 (original) The method of claim 29, wherein fusing comprises a first node transmitting 
at least one query request to at least one other node, wherein the first node collects data from the 
at least one other node in response to the at least one query request, and processes the collected 
data. 

Claim 34 (original) The method of claim 1, wherein the plurality of network elements comprise 
a plurality of application programming interfaces (APIs), wherein fte APIs include APIs for 
application support, database services, routifg, security, network management, and deployment. 

Claim 35 (original) The method of claim 3>, wherein the plurality of APIs are layered, wherein 
the plurality of APIs enable distributed resource management by providing network resource 
information among the plurality of network elements, wherein information transfer among the 
plurality of network elements is controlled using a synchronism hierarchy established in response 

to the network resource information- 
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CUta, 36 (previous* P-n^a, T»e — of claim , , ft*, comprise — «^ 

cotomunications. 

CUir. 37 (pr«i.»* pressed) 1*. »^.d of claim 1. Mb. comprising couplir* *e a, 
lMst ro e vehicle uaWwo* «o « k-t one remo* .hrough to ph*** of ».«work 

elements, the ptaalny of network elements further mctodes a, leas, one of a. east one 

station gau^y, a. leas, one server, a, leas, on. repeal, a, teas, one iofcrrogaor, and a, M 
one ner-ork, herein tte a, leas, one rework includes wired networks, wireless reworks, and 
hybrid wired and wireless networks. 

Claim 38 (previously presented) The method of claim 1, wherein the remote mampulation is 
performed using World Wide Web-based tools to manipulate data, code, control, and security 
functions. 

Claim 39 (original) The method of claim 1, wherein the plurality of network elements comprise 
a plurality of node types, wherein the plurality of node types includes at least one node of a first 
type and at least one node of a second type, wherein a first network having a first node density is 
assembled using the at least one node of a first type, wherein a second network having a second 
node density is assembled using the at least one node of a second type. 

Claim 40 (previously presented) The method of claim 1. further comprising transferring 
software and data among the plurality of network elements, wherein the transfer is remotely 
controllable, wherein the software and the data are downloadable from at least one of storage 
devices of the plurality of network elements, external storage devices, and remote storage 
devices. 

Claim 41 (original) The method of claim 1, further comprising: 

coupling the at least one vehicle internetwork to at least one diagnostic device; 
collecting vehicle data using the at least one diagnostic device; and 
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the d-*-!- - - ote * ^ ~ 

coupling- 

... a cnmDuter readable medium containing executable 
Claim 42 (currently amended) A computer .reau 

Claim v _^ Me ;t, ff system cause the processing system to 

instructions which, when executed in a processing system, cans 

remotely manipulate vehicle elements in a vehicle by: 

coupling among a plurality of network elements including at least one vehicle 
internetwork, at least one gateway node of the vehicle, and the Interne, wherein the gateway 
n ode of the vehicle comprises at least one real-time interface processor (RHP) and at least one 
application processor, the RTIP performing real-time operations and the application processor 
performing high-level processing func^ons^erein&eRTTP couples the m l^n^m 
tn * vehicle bus and to an extern al network; 

providing at least one of data processing, data storage, access control, protocol 
translation, security including service discovery and device authentication, and network control 
using the gateway node; 

automatically providing secure interoperability among the plurality of network elements 
in response to node information including configuration and security information; and 

remotely manipulating at least one function of the vehicle elements and controlling 
remote access to the vehicle internetwork using the gateway node in response to intermittent 
external communications. 

Claim 43 (previously presented) The computer readable medium of claim 42, wherein the 
processing system further manipulates vehicle elements by hosting the at least one vehicle 
internetwork on at least one of automobiles, trucks, aircraft, trains, and motorcycles. 

Claim 44 (previously presented) The computer readable medium of claim 42, wherein the 
processing system further manipulates vehicle elements by coupling the at least one gateway 
node of the vehicle to a remote user computen 
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r. "m 45 (ordinal) The computer readable medium of claim 42, wherein the at least one 
Claim 45 (ongmaij v Affirms and network 

to*, include, v*icle co.«l talons, S ec»n,y «— * » 

access functions, 
of a plurality of host vehicles. 

Claim 47 (original) The computer readable medium of claim 42, wherein the processing system 
fu^er manipulates vehicle elements by supporting data transfer and manipulation among the 
purity of network elemen* using at least one coupling among me at least one vehicle 
internetwork and at least one external network, herein the data includes vehicle assembly data, 
service data, diagnostic data, maintenance data, maintenance history data, security data, vetucle 
position data, vehicle operations profile data, operator profile data, fleet managemeut data, fleet 
reliability analysis data, electronic mail, entertainment software, and targeted advertismg data. 

Claim 48 (previously presented) The computer readable medium of claim 42, wherein the 
processing system further manipulates vehicle elements by: 

receiving a first type of date from the at least one vehicle internetwork; 

performing diagnostic and prognostic analysis on the first type of data; 

transmitting a second type of data to the at least one vehicle internetwork in response to 
the diagnostic and prognostic analysis. 

Claim 49 (previously presented) An electromagnetic medium containing executable 
instructions which, when executed in a processing system, cause the processing system to 
remotely manipulate vehicle elements of a vehicle by: 

coupling among a plurality of network elements including at least one vehicle 
internetwork, at least one gateway node of the vehicle, and the Internet, wherein the gateway 
node of the vehicle comprises at least one real-time interface processor (RTTP) and at least one 
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* RTIP nerforming real-time operations and the application processor 
application processor, the RTIP performing rc*u 

performing high-level processing functions; 

vr t least one of data processing, data storage, access control, protocol 

^rs;— ~ - — — — - — ^ i 

using the gateway node; 

auWcall, providing secure Usability — *• » ° f — f 
inresr^to node information*^ 

remote., manipulating - one M. of «- *** d-en* and oontroWng 
remote access * *e vehicle internetwork using the gateway node in response ,o .ntennmen, 
external communications. 

Cain, 50 (previous., presented) electxomagnetic medium of data 49, therein to 
posing system further manipulates vehicle elements by hosting to a, leas, one velucle 
internetwork on at leas, one of automobiles, trucks, aircraft, trains, motorcycles, and manne 

vessels. 

Claim 51 (previously presented) The electromagnetic medium of claim 49, wherein the 
processing system farther manipulates vehicle elements by coupling the at least one gateway 
node of the vehicle to a remote user computer. 

Claim 52 (original) The electromagnetic medium of claim 49. wherein at least one function 
includes vehicle control functions, security functions, diagnostic functions, and network access 
functions. 

Claim 53 (original) The electromagnetic medium of claim 49, wherein the processing system 
further manipulates vehicle elements by establishing communication among the at least one node 
of a plurality of host vehicles. 

Claim 54 (original) TKc electronic medium of claim 49. therein to pressing system 
tamer manipulates vehicle elements by supporting data transfer and manipulation among to 
ptaality of network elements using a. leas, one coupling among to * leas, one vehtcie 
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^twork wherein the data includes vehicle assembly data, 
internetwork and at least one external network, where* 

service data, diagnostic data, maintenance data, mamtenance history data, security dt, 

^ vehicle operations profile data, operator profile data, fleet moment da^fieet 

Claim 55 (original) The electromagnetic medium of claim 49, wherein the processing system 
further manipulates vehicle elements by: 

receiving a first type of data from the at least one vehicle internetwork; 

performing diagnostic and prognostic analysis on the first type of data; 

transmitting a second type of data to the at least one vehicle internetwork in response to 
the diagnostic and prognostic analysis. 

Claim 56 (currency amended) A method of remotely manipulating vehicle elements in a 

vehicle, comprising: 

coupling among a plurality of network elements including at least one vehicle 
internetwork, at least one gateway node of the vehicle, and the Internet, wherein the gateway 
node in the vehicle comprises at least one real-time interface processor (RTIP) and at least one 
application processor, the RTIP predominantly performing real-time operations and the 
application processor p^ominantlv performing high-level processing functions,^^^ 
PTTP is counled ^ p™^ informa tion Thrived from at !«,» one of the vehicle elements to the 
application processor ; 

automatically providing fl ee«e4nteroperability among the plurality of network elements 
in rcsponso to n u de iiif uimrrtin n iii c lu J iur , nnn %u ui i u uum l Jiuirit y i nformation; and 

remotely manipulating at least one function of the vehicle elements. 
Claim 57 (previously presented) A method of remotely manipulating vehicle elements in a 
vehicle, comprising: 
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roHp Ung among a plurality of ^ *— ■»**"• « 1- « "** 

vehicle ta ™* comprise » » - — - - « - 

Really providing secure inability among to plurality of nodes of the « 
leM „ K vehicle mternetwo* and the at least one peripheral electee deviee in response to 
node information including configuration and security information; and 

remotely manipulating at least one function of the vehicle elements. 
Calm 58 (previous presented) The method of claim 57, further comprising distributing data 
pressing functions of at leas. on. component of the a. least one vehicle intemeuvork among a 
plurality of processors . 

Claim 59 (previously presented) The method of claim 57, further comprising automatically 
organizing the plurality of network elements, wherein the automatic organizing comprises 
automatically controlling data transfer, processing, and storage among the plurality of network 

elements. 

Claim 60 (previously presented) The method of claim 57, further comprising self-assembling 
the plurality of network elements, wherein search and acquisition modes of the plurality of 
network elements search for participating ones of the plurality of network elements, wherein a 
determination is made whether each of the participating ones of the plurality of network elements 
are permitted to join the vehicle internetwork. 

Claim 61 (new) The method of claim 56, wherein the at least one gateway node provides 
protocol translation in bridging a first vehicle bus and a second vehicle bus. 

Claim 62 (new) The method of claim 61, wherein the at least one gateway node functions as an 
Internet Protocol (IP) router, and wherein the R1TP comprises a high-speed bus controlled by at 
least one device coupled to the first vehicle bus. 

Claim 63 (new) The method of claim 56. wherein the at least one gateway node includes a 
wireless access port for local area networking. 
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a vehicle ljus and to an external network. 
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